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The conclusions expressed in this presentation are those of the
authors and do not reflect the official policy or position of any
US government agency, department, or service, or any other
entity operating under the authorities or statutes of the U.S.
government or any other government the U.S. does or does not
recognize.

This presentation's facts, information, and data contained
herein are sourced from the public domain.

Logos, slogans, trademarks, service marks, pictures, images, or
any other form of intellectual property contained herein is
protected from duplication without [proper and legal] consent
from the data owner(s) for permission of use.
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“America's economic
prosperity in the 21st
century will depend on
cybersecurity.”

- President Obama, May 2009
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The President called for a collaborative and
comprehensive study of US Cyber policy including input
from; “industry, academia, the civil liberties and privacy

communities, State governments, international partners,
and the Legislative and Executive Branches.”

(WHS CSPR, 2011)
The President’s Cyberspace Policy Review identified
10 near term actions to support the cybersecurity

strategy goals.
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5 themes of the Cyberspace Policy Review:

 Lead from the top
 Build capacity for a digital nation
 Share responsibility for cybersecurity
 Create effective information sharing and

incident response
 Encourage Innovation
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Encourage Innovation

Initiative #1. Manage the Federal Enterprise Network as a single network enterprise with Trusted Internet Connections.
Initiative #10. Define and develop enduring deterrence strategies and programs

Lead from the top

Initiative #2. Deploy an intrusion detection system of sensors across the Federal enterprise.
Initiative #3. Pursue deployment of intrusion prevention systems across the Federal enterprise.
Initiative #5. Connect current cyber ops centers to enhance situational awareness.

Build capacity for a digital nation

Initiative #6. Develop and implement a government-wide cyber counterintelligence (CI) plan.
Initiative #12. Define the Federal role for extending cybersecurity into critical infrastructure domains.
Initiative #11. Develop a multi-pronged approach for global supply chain risk management.

Source: http://www.whitehouse.gov/innovation/;
www.startupamericapartnership.prg; www.whitehouse.gov/open

Initiative #8. Expand cyber education.
Initiative #9. Define and develop enduring “leap-ahead” technology, strategies, and programs.
Initiative #7. Increase the security of our classified networks.

Create effective information sharing and incident response

Share responsibility for cybersecurity

Initiative #4: Coordinate and redirect research and development (R&D) efforts.

http://www.whitehouse.gov/innovation/
www.startupamericapartnership.prg
www.whitehouse.gov/open
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Cybersecurity Education           Pipeline WH Program
NICE – National Initiative for Cybersecurity Education

Track 1: National Cybersecurity Awareness (Lead: DHS).
Track 2: Formal Cybersecurity Education (Dept of Education and  WH OSTP).
Track 3: Federal Cybersecurity Workforce Structure (Lead: OPM).
Track 4: Cybersecurity Workforce Training and Professional Development
(Leads: DoD, ODNI, DHS).

Subtrack 1: General IT Use (Leads: DHS, Federal CIO Council)
Subtrack 2: IT Infrastructure, Operations, Maintenance, and IA (Leads: DoD,DHS)
Subtrack 3: Domestic Law Enforcement and Counterintelligence (Lead: DoJ)
Subtrack 4: Specialized Cybersecurity Operations (Lead: NSA)
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Percent Growth in Degrees Awarded, 1998–2006

In the United States, about 5 percent of all bachelor’s degrees
are in engineering. In Asia, about 20 percent are in engineering;
specifically, in China, about one-third of bachelor’s degrees are
in engineering. (NGA, 2011)
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While the White House focused on streamlining cyber
security policy across the Federal government, The

Department of Defense unified its internal cyber‐defense
architecture.

In 2010, The Department of Defense established U.S.
Cyber Command (USCYBERCOM) and shortly after,

officially recognized the Cyber Domain.
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The Department of Defense’s Strategy for Operating in
Cyberspace, released in July 2011, emphasizes more
“active defense” and reducing incentives for attackers,

rather than retaliatory operations. (Samaan, 2011)

Lack of Attribution Capability

&

Clear Law & Policy directing Rules of Engagement
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Encourage Innovation

Strategic Initiative 1: Treat cyberspace as an operational domain to
organize, train, and equip so that the Department of Defense can

take full advantage of cyberspace’s potential.

Lead from the top

Strategic Initiative 5: Leverage the nation’s ingenuity through an exceptional cyber
workforce and rapid technological innovation.

Build capacity for a digital nation

Strategic Initiative 3: Partner with other U.S. government departments and
agencies and the private sector to enable a whole-of-government

cybersecurity strategy.

Source: http://www.whitehouse.gov/innovation/;
www.startupamericapartnership.prg; www.whitehouse.gov/open

Strategic Initiative 2: Employ new defense
operating concepts to protect the Department

of Defense networks and systems.

Create effective information sharing and incident response

Share responsibility for cybersecurity

Strategic Initiative 4: Build robust relationships with U.S. allies and international partners to strengthen
collective cybersecurity.

http://www.whitehouse.gov/innovation/
www.startupamericapartnership.prg
www.whitehouse.gov/openStrategic
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In May 2011, the Homeland Security Studies and
Analysis Institute (HSI) published a report that analyzed

the key legal authorities governing DHS’s role in
securing civilian government cyberspace and supporting

critical infrastructure defenses.

“The Blueprint for a Secure Cyber Future builds on the
Department of Homeland Security Quadrennial

Homeland Security Review Report’s strategic framework
by providing a clear path to create a safe, secure, and
resilient cyber environment for the homeland security

enterprise.” (DHS Blueprint, 2011)
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Encourage Innovation

Establish Transparent Processes Reduce Exposure to Cyber Risk

Lead from the top

Build capacity for a digital nation

Source: http://www.whitehouse.gov/innovation/;
www.startupamericapartnership.prg; www.whitehouse.gov/open

Create effective information sharing and incident response

Share responsibility for cybersecurity

Increase Resilience
Ensure Priority Response and Recovery
Maintain Shared Situational Awareness

Make and Use More Trustworthy Cyber Protocols, Products, Services,
Configurations and Architectures

Empower Individuals and Organizations to Operate Securely
Build Collaborative Communities

4 for protecting critical
information infrastructure

4 for strengthening the cyber
ecosystem

http://www.whitehouse.gov/innovation/
www.startupamericapartnership.prg
www.whitehouse.gov/open
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Building Capacity for a Digital Nation

•Increase public awareness
•Enhance formal cybersecurity education
•Stop – Think - Click
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There was a MOA between the DHS and DoD signed in
2010 that essentially bridged the gap of legal authority

for the DoD to operate in the civilian sector.
Existing legal authorities have simply “failed to keep up
with the responsibilities DHS is charged with leading…"

(Serbu, 2012)
Mr. Weatherford of the DHS said, "Our nation cannot

improve its ability to keep up with cyber threats unless
certain laws that deal with cybersecurity are updated."
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“The Administration should partner

appropriately with Congress to ensure

adequate law, policies, and resources

are available to support the U.S.

cybersecurity-related missions.”

President’s Cyberspace Policy Review
May 2009
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Cyber Security Forum Initiative - LPD
Discussion Board

CSFI-LPD (Law and
Policy Division)  board
is  located on LinkedIn.

It is easy to apply and
start collaborating.

Share your
knowledge.

Influence and create
change.

Help shape the future
of cyber law.

Learn from the experts.
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Questions?

"The price of freedom is eternal vigilance."
~Thomas Jefferson


