
ITM “La Marañosa” is one of the Ministry of 
Defence’s centres for research, technological 
development, and innovation serving the 
Armed Forces and the Spanish society. 
 
Through simulation, experimentation and 
validation of operational concepts, the ITM 
promotes technological projects aimed at 
improving dual-use technologies that are 
particularly relevant in the field of Defence. 
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Multinational Capability Development Campaign 
(MCDC) is intended to develop solutions to 
operational problems by implementing the concept 
development and experimentation (CD&E) 
methodology. MCDC continues the MNE series that 
were launched in 2001 and concluded its seventh 
campaign in 2012. 
 
MCDC 2013-2014 focuses on “Combined Operational 
Access” and consists of seven focus areas: one of 
them is “Cyber Implications for Combined 
Operational Access” (CICOA). 
 
Italy and Norway have co-led the development of  
that area along with the contribution of a number 
of nations and agencies (AUT, CAN, CHE, ESP, EU 
(EDA/EUMS), FIN, GBR, NDL, POL, SWE,  CHE, UK, and 
NATO (ACT). It aims at developing procedures and 
technical solutions to enable the integration of 
cyber issues into the operational planning and 
consists of two intertwined workstrands that have 
created two potential planning tools. On the one 
hand, Norway has developed two complementary 
products; Handbook and Guidelines for integrating 
Cyber Defence into the Operational Planning 
Process; and Italy has elaborated the document; 
Guide and Specifications for the Analysis of the 
Cyber Domain. These three documents together 
are known as CICOA Concept Product Framework 
(CPF). 

“The value of serving…& innovating” 

CYBER IMPLICATIONS FOR 
COMBINED  OPERATIONAL ACCESS 



A Limited Objective Experiment co-directed by 
the European Defence Agency (EDA) and Spain 
through its TRADOC, is being carried out within 
the framework of this area, at Technological 
Institute “La Marañosa” from 8th to 12th, 
September 2014.  
 
As a multinational experiment, participants, both 
military and civilians, coming from AUS, CAN, 
CHE, ESP, FIN, GER, HUN, ITA, NED, NOR, POR, 
SWE, USA and EU (EDA/EUMS) are involved in 
the experiment. 
 
The results of this LOE will be incorporated in 
CICOA´s final workshop taking place in Austria 
mid-October, with the intent to complete the 
final three CICOA products. This will constitute 
the delivery to the MCDC ESG meeting in 
Budapest Nov 7th, 2014. 
 
Spain is host to the event, LOE CICOA, and is 
contributing with personnel from the Training 
and Doctrine Command (MADOC), ITM, NRDC-
ESP and an important team of experts from the 
Spanish Armed Forces. 

 
 

The objective of this experiment is three-fold: 
first, analyse and assess the validity of the 
theoretical CICOA products when integrating 
cyber aspects into the operational planning 
process; secondly, validate and improve these 
theoretical studies, if deemed convenient; and 
finally, obtain lessons learned and best 
practices on the products above mentioned. 
 
In order to carry out the experiment, a 
combined joint operational environment has 
been established since the MCDC deals with a 
very specific operational military problem, i.e., 
ensure operational access to a multinational 
coalition deploying overseas. Three teams of 
players are involved: two JOPGs that will put 
their efforts on integrating the document led by 
Norway into the operational planning process 
and its associated outcomes, and, in parallel, a 
third team, the Intelligence Fusion Cell (IFC), 
will focus on analysing the document whose 
elaboration is led by Italy. 
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How can additional/new procedures and 
technology help improve the general 

Operational Planning to take the Cyber 
Domain better into account? 
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